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Contactless Payments: the Logjam and How to Break it

Whitney Braunstein; Maya Bustan; Michael Plasmeier; [ulian Pogor; Tal Snir
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Struggling to reach momentum

* Between 2003 and 2005 all major cards associations launch their version

of contactless card
* All follow the similar technical standards, but use different brand names

!
Visa s “expressy, |oscove "
P3Ypass pay)' ‘leﬁ b Ink @

*  93.4% of US consumers have a payment (credit or debt) card
e As of January 2010 only 26% of consumers hold a contactless credit card
* Of consumers who are aware that they have received one, only 33% use it
frequently
* Contactless terminal are available only in 80,000 locations across the US
* But less than 1% of all merchants
 Dominated by nationwide convenience-sector chain retailers
* McDonalds, Burger King, Wal-Mart, CVS, Rite Aid, 7-Eleven, BP, AMC
Theaters, and more

Credit Cards Statistics - http://www.creditcards.com/credit-card-news/credit-card-industry-facts-personal-debt-statistics-1276.php
Contactless Credit Cards Floundering - http://www.creditcards.com/credit-card-news/credit-card-industry-facts-personal-debtstatistics-1276.php
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Players and Incentives

Consumers

Speed and Convenience
* No swiping, signing, pin
* Shortest form of payment
* Less lines
Cash alternative
Security
* Keep card in hand
* Less chances of losing a card
* Can be more secure
Alternate Form Factors
* Keyrings
* Phone stickers
Personal Hygiene

‘ﬁﬁ Merchants
L —
T~

Faster Transactions
* Up to 63% faster

* Increase number of transactions

Larger Transactions
* 15 to 30% increase in average
spend

Loyalty
* 14% of consumers seek out
contactless venues

* Increased customer satisfaction

VISA Card @&
Associations

Banks

Growth Potential
* A chance to bite the huge cash transactions share
* Transaction (Interchange) Fees
* Finance charges
Card Loyalty
* Avg cardholder has 3.5 cards
* Brings card to top of wallet 77% of the time

Average transaction time by category

M Checks ® Credit/Debit PIN Debit ™ Cash m Contactless
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Fraud and Liability

Magnetic Strip

LEED 23y SL78 5123 g
4000 —
: Vi, Q00— s

RICHARD 0 CROSWELL
- CROSWELL AND CO. :,1 V’SA

USA
No encryption
Trivial to Copy

Smart Card

AnyBank Card

419 84499 9999 99499
w12/09
LEE M. CARDHOLDER Mx@

Europe

Strong Encryption between
card and terminal

Impossible to copy

Backend security
Detect fraudulent patterns

\aet>  Not Liable for

A0 Fraud

Liable for Fraud



Terminal Infrastructure
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3 J Connection
Electronic 4 | ,
Cash Register o ; H:w ﬁ PIN
N
Point of Sale Equipment
*RFID Terminal

*High Speed Connection
*Electronic Cash Register
*Fast Receipt Printer
*Training

But why not upgrade security at the same time?

PayPass + PIN

PIN Enabled
PayPass Terminal )

PayPass

s
&.Aay ‘l-':r SS J /‘/‘
//
9 Reader /

Network Backend
*Security compliance (PCI DSS)

For most companies:
Part of POS Equipment Refre

sh
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Network Externalities and Cross Subsidy

VISA
Card
Merchants Merchant Associations
Banks
(Acquirer)

Terminal
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Consumer Awareness - — e e
| contactless card are either low frequency users or have not
even tried to make a contactless payment.

. L
= L W Have not tried
70% -
= . .
d 60% -  Tried and decided not to
use again
0 -
20% M Less than once per month
40% -
308 ™ At least once per month
s
20% - M At least once per week
10% -
M At least once per day
0% ! g

High Frequency Low Frequency

Kountz, Edward; Driving A Contactless Network Effect In The US; Forrester Research, Inc.; October, 2009
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Awareness ~'| Card Use ﬁAcceptanC
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In 2009, 41% of online _a
consumers were -
unaware of contactless

Where can | use my

How does it work? card?

payments
= -
ggpuiﬂf\:qczcrzlsnii Will it also work like a
Approximately 100m regular credit card?

my wallet?

cards have been
| issued in the US, but
. only 20m people are
. ‘ using them
, B

Why do | still have to
provide a PIN or

If the POS is branded
with one card, can |

signature? use another?




The Future

RFID Non-RFID

*New Form Factors *Mobile space new payments

*Visa offering RFID stickers for options
mobile phones *Offer payment some way via

*Visa also offering keyring form internet/cell network
factor Q

P *XIPWIRE
*Mobile phones built in with NFC *FaceCash

*Not over credit card networks
*Bling Nation

*(simply RFID in cell phones)
*Nokia, Google, Apple? working on % XIPWIRE .

12



We are on the verge of a new milestone in
payments evolution

| want that, let’s barter

The rise of credit

cards

Long, long time ago

Now days

Commodity money
makes life simpler

Look Ma! No hands...
(Contactless payments)

13




Personal Identity |

P.0. Box 15666 Ul onse
Wilmington, DE 19850-5666 ey

Erik Brynjolfsson
100 Main Street
Cambridge, MA 01239

B4588320123456789BRYNJOLFSSON/ERIK"100610100000000000000000000000000858000000
4588320123456789=09061010000085800000

Jn.com Hello, Jane Doe. We have recommendations for you. (Mot Jane?) i s Peedbock
Jane's Amazon.com | '§ ¥ Today's Deals | Gifts & Wish Lists | Gift Cards

W LEET S W All Departments E|

Your Account > Add a Credit Card

\Please enter your credit card information below.

: Add a Credit Card

Credit card number: Cardholder's Name: Expiration Date:
(as it appears on the credit card) (only month and year required)
Visa [=] 5588320123456789 Jane Doe 06[=] [2010[+]

Note: Amazon.com Store Cards do not expire

[T Make this my default 1-Click credit card
Step 2: Select Billing Address

Please enter a new billing address for this payment method.

Full Name: |Jane Doe

100 Main Street

Street address, P.O. box, company name, c/a

Address Linel:

Address Line2:

Apartment, suite, unit, building, floar, etc.

City: ICambridge

State/Province/Region: MA

Zip: 02139

Country: | United States

[l

Phone Number:

eetsaber Note: Works on merchants who don’t require CVV2 numbers



